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$ whoami

● Mobile Security Researcher at NowSecure
● Went to school for Physics and Mathematics
● Fan of fancy shmancy techniques that are rarely useful



Appetizer Demo

<do some cool stuff>



Symbolic Execution “explained”

● Symbolic Execution refers to emulation of a program with symbolic values
● Instead of having a register rax set to 0x8 it is set to x and operations on this 

value are simply kept track of in a structure called an AST
● Ex. the instruction add rax, 4 would result in x + 4 stored in a tree like the one 

here 
x + 4

4x

+



Symbolic Execution “explained”

● Each conditional branch 
involving a symbolic value 
results in a symbolic PC 
address. The corresponding 
AST is evaluated and the state 
is split, with each resulting state 
being constrained by one 
evaluation of PC

● Ex. on the right the jne and jle 
instructions would cause a split 
if [var_48h] and [var_50h] are 
symbolic



Symbolic Execution “explained”

● Below is an example of debugging output from radius 
● This shows the symbolic PC register value. This will be evaluated and 

execution will resume at the possible resulting addresses
● These possibilities can be seen at the end of the output representing the 

bitvector expression



ESILSolve Recap

● ESILSolve is a symbolic execution framework written in Python that executes 
radare2’s intermediate representation ESIL which turns an instruction like add 
eax, 4 into a string 4,eax,+,eax,=

● It uses Z3 to make symbolic values and solve the generated expressions
● See my talk from r2con2020:



ESIL Recap

● ESIL is a string of values, registers, and operations that can represent any 
instruction from any architecture

● Values and registers get pushed onto a stack and are popped off by 
operators, which push new results to the stack

● Examples from a binary



radius: Introduction and Motivation

● radius is essentially a rust rewrite of ESILSolve
● Why did I do this?

● Python is slow
● Python is sooooooooooooooo slow
● ESILSolve was not designed in a way that made multithreaded execution 

easy or very worthwhile

● Rust is fast and makes it easy to write safe multithreaded programs
● It is very trendy and I want to be cool



radius vs. ESILSolve

● radius executes concrete instructions about 2000x faster than ESILSolve 
● Instructions using symbolic values are executed roughly 20x faster
● radius uses Boolector as its SMT solver instead of Z3.

● The Processor is no longer nominally a part of the state. Processors act on 
states, to execute instructions which change the Register and Memory values

● This allows Processors to step states in parallel
● States contain a user defined list of arbitrary values called context



radius vs ESILSolve cont.

● radius does not just use Bit Vectors, it has 2 types of values
○ Value::Concrete
○ Value::Symbolic

● The concrete values are simply u64 primitives which is all ESIL needs
● This makes radius faster than even other C / C++ / Rust based symbolic 

execution engines that have high overhead for every operation even on 
constant bit vector values

● radius does not keep copies of unsatisfiable or inactive states, instead relying 
on hooking and context to deal with unknown conditions that require 
examining many states



radius vs The Rest

radius esilsolve angr angr + unicorn manticore triton

short looper* 0.005 3.404 2.181 0.183 - -

long looper* 0.257 eternity eternity 0.241 eternity -

r100 0.186 0.891 4.242 ** - broken 0.27

r200 0.321 1.42 broken - - -

babyre 4.94 5.97 *** 5.987 5.892 - 310.81

unbreakable 0.418 1.363 3.509 - broken 8.04

ais3_crackme 0.237 1.06 5.618 - broken -



Symbolic Speed

● The speed of a symbolic execution tool is complicated
● Essentially there is the speed of initialization, execution, and concretization 

(solving). 
● r2 provides quick initialization, tokenizing ESIL gives quick execution
● For many / most programs concretizing symbolic values will completely 

dominate the run time
● SMT solvers are weird. Like real weird.



radius: fast merging

● The fast execution, copying, 
and merging of states is one of 
radius’ most valuable features

● Use of aggressive automated 
merging could fix state 
explosion in most cases, one 
of symbolic execution’s most 
difficult problems

● Unfortunately it is not possible 
to merge in multithreaded runs



The radius API: by example

● Radius::new : instantiate a new 
radius instance with a path to a 
binary to analyze

● Methods to create a starting state: 
○ Radius::call_state
○ Radius::init_state
○ Radius::blank_state
○ Radius::entry_state

● Methods to set addresses to target 
and avoid

○ Radius::breakpoint
○ Radius::mergepoint
○ Radius::avoid 

● Radius::run : start symbolic 
execution from the provided state



The radius API: by example

● State::symbolic_value
● State::concrete_value
● State::memory_* : interact with 

state memory, reading, writing, 
searching and comparing

● Radius::simulate : add a Sim, a 
replacement for a function (scanf 
in the example)

● Radius::hook : hook at an address
● State.context : HashMap of strings 

to Values so the user can keep 
track of arbitrary values



radius Options 

● Another difference between radius and ESILSolve 
is that radius is Lazy by default 

● This is because executing instructions is a lot 
faster than checking satisfiability

● A properly defined set of merge and avoid points 
will lead to rapid execution



Taint Analysis

● radius also provides the ability to do simple taint analysis
● Taint analysis is much faster that full symbolic execution but is much less 

reliable as it may often give false positives when values are mixed in 
complicated ways and taints are not properly cleared

● Symbolic execution is cooler



Frida Support

● radius can be initialized from 
a real state using frida or a 
debugger

● Simply use the right URI 
scheme in the file name

● Then to initialize the state 
from frida simply call 
Radius::frida_state(addr)

● The app will be suspended 
during the execution



Frida demo

<do some cooler stuff>



Plans for the Future

● Improve architecture coverage and fidelity
● More sims to better execute standard library functions in a performant way
● Integrate radius with LibAFL to make a binary-only fuzzer guided by symbolic 

execution
● Better DEX support to fully symbolically execute Android apps and seamlessly 

transition from Java to native code. 



Thanks

● Thanks to pancake and the whole radare2 community!


